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Comprehensive Consumer Privacy Bills

CONSUMER RIGHTS

BUSINESS
OBLIGATIONS

Right to opt in for sensitive data processing

Prohibition on discrimination (exercising rights)

Right against automated decision making
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California Consumer Privacy Act
. X X X X
A (2018; effective Jan. 1, 2020) L 16 X .
California
. California Privacy Rights Act
) X X X
Proposition 24 (2020; fully operative Jan. 1,2023) B B OB
Colorado Privacy Act
. X X X P X ~
Colorado SB 190 (2021; effective July 1, 2023) X X X S/13 X X X X
. Connecticut Data Privacy Act
. X X X P X ~
Connecticut SB6 (2022; effective July 1, 2023) X X X S/13 X X X X
Delaware Personal Data Privacy Act
. X X X P
Delaware HB 154 (2023; effective Jan. 1, 2025) X X X X S/13 X X X X
. Indiana Consumer Data Protection Act
) X X X P ~
Indiana SB5 (2023; effective Jan. 1, 2026) X X X X S/13 X X X X
lowa Consumer Data Protection Act
. X X ~
lowa oh 62 (2023, effective Jan. 1, 2025) i . 3 X
Montana Consumer Data Privacy Act
. X X X P ~
Montana SB 384 (2023, effective Oct. 1, 2024) X X X X S/13 X X X X
Oregon Consumer Privacy Act
. X X X P X ~
Oregon SBoLo (2023; effective July 1,2024) X . s OB
Tennessee Information Protection Act
. X X X P X ~
Tennessee HB 1181 (2023 effective July 1,2025) X X X S/13 X X X X
Texas Data Privacy and Security Act
) X X X P X ~
fexas B4 (2023; effective July 1, 2024) * B s MR
Utah Consumer Privacy Act
. X X P
Utah oB2at (2022; effective Dec. 31, 2023) i - 13 8 X
o Virginia Consumer Data Protection Act
; X X X ~
Virginia SB 1392 (2021; effective Jan. 1, 2023) p X X X X S/13 X X X X
Vi LD 1973 Maine Consumer Privacy Act X X X IN X IN X X~ S/13 X X X X
aine
LD 1977 Data Privacy and Protection Act X X X P X X X |17 X X X X
HD 2281 Massachusetts Data Privacy X X x P X X XS X x X X
SD 745 Protection Act (C) X X X P X X X ST X X X X
Massachusetts HD 3263 Massachusetts Information X X X P X X X X~ L g3 X X X X
SD 1971 Privacy and Security Act (C) X X X P X X X X L /13X X X X
HD 3245 Internet Bill of Rights X X X P X X 6 X X X X
New Hampshire SB 255 X X X X X X X X+ 13 X X X X
SB3r14 New Jersey Disclosure and X X X x X X X X X X X
New Jersey "
A 505 Accountability Transparency Act (C) | ¥ x x X X X X~ X X X X
North Carolina SB 525 North Carolina Consumer Privacy Act | X X X P X X /13 X X
HB 1201 Consumer Data Privacy Act X X X P X X X X 13 X X X X
Pennsylvania
HB 708 Consumer Data Protection Act X X X P X X X X S/13 X X X X
Wisconsin AB 466 X X X P X X X X- S/13 X X X X
SB 974 Consumer Data Protection Act X X X P X X X X~ S/13 X X X X
Hawaii SB 1110 X X X P X X X X X |§13 X X X X
Consumer Data Protection Act (C)
HB 1497 X X X P X X X X X913 X X X X
lllinois HB 3385 lllinois Data Privacy and Protection Act | X X X X 7 X X X X
Indiana HB 1554 X X X P X X X X- S/13 X X X X
SB 15 Kentucky Consumer Protection X x P X X e 13 X X X X
Kentucky Data Act
HB 301 X X P X X X~ S/13 X X X X
Louisiana SB 199 Louisiana Consumer Privacy Act X X X P X X S/13 X X X
SB698 Online and Biometric Data X X X P X X X X L3 X X X X
Maryland X
HB 807 Privacy Act (C) X X X P X X X X L|¥I3X X X X
HB 2309 Minnesota Consumer Data X X X P X X X X~ S/13 X X X X
SB 2915 Privacy Act (C) X X X P X X X X SA3 X X X X
Minnesota HB 1367 X X X X X 113 X X X
SB 950 © IN X X X X
C
HB 1892 IN X X X X
Mississippi SB 2080 Mississippi Consumer Data Privacy Act | X X X L16 X X
A6319 American Data Privacy and X X X P X X X X |17 X X X X
Protection Act
SB 3162 © X X 113 X X
A 4374 X X 13 X X
A 3593 X X X IN X X~ X X X X X
New York A 3308 X X IN X N X- AL X X X X
Digital Fairness Act (C)
S2277 X X IN X IN X~ ALL X X X X
SB 365 New York Privacy Act X X X P X X X X X X X X
A 2587 New York Data Protection Act X X X X X
SB 5555 It's Your Data Act X X X IN X IN X~ X |ALL X X X
Oklahoma HB 1030 Oklahoma Computer Data Privacy Act | X X X X~ X X X
HB 6236 Rhode Islgnd Data TrahsparencyAnd X X X P X X X x 13 X X X X
Privacy Protection Act
Rhode Island SB 754 Rhodelsland Data Transparencyand | -y oy x % xo g1z x x X X
Privacy Protection Act
Rhode Island Personal Data and
. . ; X X X P ~
HESHS Online Privacy Protection Act ‘MM e R
Vermont HB 121 P X X
HB 1616 X X X IN X IN X 1§13 X X X X
Washington People's Privacy Act (C)
SB 5643 X X X IN X IN X |S/13 X X X X
HB 3498 Consumer Data Protection Act X X X P X X X X~ S/13 X X X X
West Virginia
HB 3453 Consumer Data Protection Act X X X X X L1383 X X X

ALL - the opt-in requirement age covers all individuals

IN - opt-in consent requirement

L - private right of action limited to certain violations only
P - right to opt-out of processing for profiling/targeted advertising purposes

S - sensitive data
X -right or obligation exists

~ - right to opt out of certain automated decision making
(C) - companion bills in the House and Senate of the state legislature

The most recent version of the IAPP’s US State Privacy Legislation Tracker can be found here.

IAPP has previous editions of the Tracker for 2022, 2021, 2020 and 2018-2019.
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https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leginfo.legislature.ca.gov/faces/codes_displayText.xhtml?division=3.&part=4.&lawCode=CIV&title=1.81.5
https://leg.colorado.gov/bills/sb21-190
https://www.cga.ct.gov/asp/cgabillstatus/cgabillstatus.asp?selBillType=Bill&bill_num=SB00006&which_year=2022
https://legiscan.com/DE/text/HB154/id/2807502/Delaware-2023-HB154-Draft.html
https://iga.in.gov/legislative/2023/bills/senate/5/details
https://www.legis.iowa.gov/docs/publications/LGE/90/SF262.pdf
https://laws.leg.mt.gov/legprd/LAW0210W$BSIV.ActionQuery?P_BILL_NO1=384&P_BLTP_BILL_TYP_CD=SB&Z_ACTION=Find&P_SESS=20231
https://olis.oregonlegislature.gov/liz/2023R1/Downloads/MeasureDocument/SB619/Enrolled
http://www.capitol.tn.gov/Bills/113/Bill/SB0073.pdf
https://capitol.texas.gov/BillLookup/Text.aspx?LegSess=88R&Bill=HB4
https://le.utah.gov/~2022/bills/static/SB0227.html
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://legiscan.com/ME/text/LD1973/id/2811727
https://legiscan.com/ME/text/LD1977/id/2812437
https://malegislature.gov/Bills/193/HD2281
https://malegislature.gov/Bills/193/SD745
https://malegislature.gov/Bills/193/HD3263
https://malegislature.gov/Bills/193/SD1971
https://malegislature.gov/Bills/193/HD3245
https://legiscan.com/NH/text/SB255/2023
https://legiscan.com/NJ/text/S3714/id/2745067/New_Jersey-2022-S3714-Introduced.html
https://www.njleg.state.nj.us/bill-search/2022/A505
https://legiscan.com/NC/text/S525/id/2769861/North_Carolina-2023-S525-Amended.pdf
https://legiscan.com/PA/text/HB1201/id/2813130
https://legiscan.com/PA/text/HB708/id/2761469/Pennsylvania-2023-HB708-Introduced.pdf
https://legiscan.com/WI/text/AB466/2023
https://legiscan.com/HI/text/SB974/id/2656907/Hawaii-2023-SB974-Introduced.html
https://legiscan.com/HI/text/SB1110/id/2656942/Hawaii-2023-SB1110-Introduced.html
https://legiscan.com/HI/text/HB1497/id/2664621/Hawaii-2023-HB1497-Introduced.html
https://ilga.gov/legislation/BillStatus.asp?GA=103&SessionID=112&DocTypeID=HB&DocNum=3385
https://legiscan.com/IN/text/HB1554/id/2653379/Indiana-2023-HB1554-Introduced.pdf
https://legiscan.com/KY/text/SB15/id/2622426/Kentucky-2023-SB15-Introduced.pdf
https://legiscan.com/KY/text/HB301/id/2700927/Kentucky-2023-HB301-Introduced.pdf
https://legiscan.com/LA/text/SB199/id/2767400/Louisiana-2023-SB199-Introduced.pdf
https://legiscan.com/MD/text/SB698/id/2690390/Maryland-2023-SB698-Introduced.pdf
https://mgaleg.maryland.gov/mgawebsite/Legislation/Details/hb0807
https://legiscan.com/MN/text/HF2309/id/2721991/Minnesota-2023-HF2309-Introduced.pdf
https://legiscan.com/MN/text/SF2915/id/2745531/Minnesota-2023-SF2915-Introduced.pdf
https://legiscan.com/MN/text/HF1367/id/2683085/Minnesota-2023-HF1367-Introduced.pdf
https://legiscan.com/MN/text/SF950/id/2668659/Minnesota-2023-SF950-Introduced.pdf
https://www.revisor.mn.gov/bills/text.php?number=HF1892&type=bill&version=0&session=ls93&session_year=2023&session_number=0
http://billstatus.ls.state.ms.us/documents/2023/html/SB/2001-2099/SB2080IN.htm
https://assembly.state.ny.us/leg/?default_fld=&leg_video=&bn=A6319&term=2023&Summary=Y&Actions=Y&Committee%26nbspVotes=Y&Floor%26nbspVotes=Y&Memo=Y&Text=Y
https://www.nysenate.gov/legislation/bills/2023/A4374
https://legiscan.com/NY/text/A03593/id/2681745/New_York-2023-A03593-Introduced.html
https://www.nysenate.gov/legislation/bills/2023/a3308
https://www.nysenate.gov/legislation/bills/2023/S2277
https://legiscan.com/NY/text/S00365/id/2622257/New_York-2023-S00365-Introduced.html
https://assembly.state.ny.us/leg/?default_fld=&leg_video=&bn=A2587&term=2023&Summary=Y&Actions=Y&Committee%26nbspVotes=Y&Floor%26nbspVotes=Y&Memo=Y&Text=Y
https://www.nysenate.gov/legislation/bills/2023/s5555
http://webserver1.lsb.state.ok.us/cf_pdf/2023-24%20INT/hB/HB1030%20INT.PDF
https://legiscan.com/RI/text/H6236/id/2764958#:~:text=Rhode_Island%2D2023%2DH6236%2DIntroduced.pdf
https://s3.amazonaws.com/fn-document-service/file-by-sha384/af8ca98f43ae463bc96f1879e73aef6adc86031181556737aa12af17a31bf90dec88a0bda6480ddb177cd6e28a5e308c
https://legiscan.com/RI/text/H5745/id/2710430/Rhode_Island-2023-H5745-Introduced.pdf
https://legislature.vermont.gov/Documents/2024/Docs/BILLS/H-0121/H-0121%20As%20Introduced.pdf
https://lawfilesext.leg.wa.gov/biennium/2023-24/Pdf/Bills/House%20Bills/1616.pdf?q=20230126125146
https://legiscan.com/WA/text/SB5643/id/2670053/Washington-2023-SB5643-Introduced.pdf
http://www.wvlegislature.gov/Bill_Status/bills_text.cfm?billdoc=hb3498%20intr.htm&yr=2023&sesstype=RS&i=3498
http://www.wvlegislature.gov/Bill_Status/bills_text.cfm?billdoc=hb3453%20intr.htm&yr=2023&sesstype=RS&i=3453
https://iapp.org/resources/article/us-state-privacy-legislation-tracker/
https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law_2022.pdf
https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law_2021.pdf
https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law_2020.pdf
https://iapp.org/media/pdf/resource_center/State_Comp_Privacy_Law_2018_2019.pdf
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TERMS USED IN CHART

The US State Privacy Legislation Tracker chart contains terms regarding the legislative process, consumer rights and business
obligations. To better understand these terms and how IAPP is using them in the chart, see below.

Please note: This tracker only includes bills intended to be comprehensive approaches to governing the use of personal
information. If a bill does not appear on the tracker, it does not qualify due to its scope, coverage, rights or purpose. Industry-
specific, information-specific and narrowly scoped bills, e.g., data security bills, are not included.

LEGISLATIVE PROCESS

Each state legislature has a unique legislative calendar and different legislative procedures.
This set of columns generalizes those different legislative procedures into six categories:

— A bill has been introduced on a legislative chamber floor but has not yet moved into committee.
[ In Committee NGRS moving through the various committees in its chamber of origin.

AT BT I — A bill has passed a vote in its chamber of origin and moved to the opposite chamber of the legislature
(e.g., a state house of representatives passed a bill and it moved to the state senate).

NI 1A — A bill is moving through the various committees in its non-originating chamber.
— Both chambers of the legislature have passed the bill.

— The governor signed the bill and it is now law.

CONSUMER RIGHTS

Right to access — The right for a consumer to access from a business/data controller the information or categories of
information collected about a consumer, the information or categories of information shared with third parties, or the specific
third parties or categories of third parties to which the information was shared; or, some combination of similar information.

Right to correct — The right for a consumer to request that incorrect or outdated personal information be corrected
but not deleted.

Right to delete — The right for a consumer to request deletion of personal information about the consumer under
certain conditions.

Right to opt out of certain processing — The right for a consumer to restrict a business’s ability to process personal
information about the consumer.

Right to portability — The right for a consumer to request personal information about the consumer be disclosed in a
common file format.

Right to opt-out of sales — The right for a consumer to opt out of the sale of personal information about the consumer
to third parties.

Right to opt in for sensitive data processing — The right for a consumer to opt in before a business can process their
sensitive data.

Right against automated decision making — A prohibition against a business making decisions about a consumer based
solely on an automated process without human input.

Private right of action — The right for a consumer to seek civil damages from a business for violations of a statute.

BUSINESS OBLIGATIONS

Opt-in default (requirement age) — A restriction placed on a business to treat consumers under a certain age with an opt-in
default for the sale of their personal information.

Notice/transparency requirement — An obligation placed on a business to provide notice to consumers about certain data
practices, privacy operations, and/or privacy programs.

Risk assessments — An obligation placed on a business to conduct formal risk assessments of privacy and/or security
projects or procedures.

Prohibition on discrimination (exercising rights) — A prohibition against a business treating a consumer who exercises a
consumer right differently than a consumer who does not exercise a right.

Purpose/processing limitation — An EU General Data Protection Regulation-style restrictive structure that prohibits the
collection/processing of personal information except for a specific purpose.
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